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Review

Adversarial examples：

An adversarial example is an instance with small, intentional feature perturbations that 
cause a machine learning model to make a false prediction.



Review

Adversarial training ：

Training with an adversarial objective function based on FGSM：



Motivation

Training models to be invariant to adversarial perturbations requires 
substantially larger datasets than those required for the standard classification 
task.

This result is a key hurdle in the development and deployment of robust 
machine learning models in many real world applications where labeled data is 
expensive.

We ask a simple question: is more labeled data necessary, or is unsupervised 
data sufficient?

Adversarially Robust Generalization Requires More Data

https://papers.nips.cc/paper/7749-adversarially-robust-generalization-requires-more-data.pdf


Method

Notations：

Neural network:

Labeled training set:

Unlabeled training set: Where:

Where:



Method

Evaluation of Adversarial Robustness：

Natural risk:

Adversarial risk:

Where:



Method

Strategy 1: Unsupervised Adversarial Training with Online Targets (UAT-OT)

Strategy 2: Unsupervised Adversarial Training with Fixed Targets (UAT-FT)

Overall training
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Experiments : Adversarial robustness with few labels

Can unlabeled examples be competitive with labeled examples?



Experiments : Label noise analysis



Experiments : Unsupervised data with distribution shift

80 Million Tiny Images dataset (80m) : 
a large dataset obtained by web queries for 
75,062 words.

80m@200K dataset : top 20k images per class

80m@100K dataset : top 10k images per class

80m@500K dataset : top 50k images per class



Experiments : Unsupervised data with distribution shift


