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Introduction

◼ Adversarial data augmentation

It is difficult to define heuristics to generate effective fictitious target distributions 

containing “hard” adversarial perturbations that are largely different from the 

source distribution.

◼Data shifts

Small corruptions or adversarial attacks lead to significant performance degradation of 

deep learning models



Motivation

◼ Information Bottleneck[1]

Encourages the model to learn an optimal representation by diminishing the irrelevant 

parts of the input variable that do not contribute to the prediction.

[1]Naftali Tishby, Fernando C. Pereira, and William Bialek. The information bottleneck method. In
Proceedings of the Annual Allerton Conference on Communication, Control, and Computing

X Z Y

I(X; Z) which reflects how much Z compresses X

I(Y; Z) which reflects how well Z predicts Y

λ controls the trade-off between compression and prediction



Motivation

◼ Adversarial Data Augmentation

The worst-case in the training deep neural networks in a single source domain 𝑃0 and 

deploying it to unforeseen domains 𝑃



Methodology

⚫ Incorporate the IB principle into adversarial data augmentation

1. maximization phase：produced new data points to mimic fictitious target distributions 

𝑃 that satisfy the constraint 𝐷𝜃(𝑃, 𝑃0) ≤ 𝜌

2. minimization phase：the network parameters are updated by the loss function 𝐿𝐼𝐵

evaluated on the adversarial examples generated from the maximization phase



Methodology

◼ Regularizing Maximization Phase via Maximum Entropy

Data Processing Inequality



Methodology



Experimental 

BNN provides a better estimation of the predictive uncertainty in 

the maximization phase
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Adversarial Self-Supervised Contrastive 
Learning



Introduction

◼ Self-supervised contrastive learning

Maximize the agreement between different augmentations of the same instance in the learned

latent space while minimizing the agreement between different instances.

SimCLR

◼ Adversarial robustness



SimCLR A Simple Framework for Contrastive Learning of Visual Representations



Introduction

◼ Robust Contrastive Learning (RoCL)

Train without a class label by using instance-wise attacks.

Maximize the similarity between a transformed example and the instance-wise adversarial example of 

another transformed example



Method

◼ Instance-wise adversarial attacks

◼ Robust Contrastive Learning Objective 



Method



Method

◼ Linear evaluation of RoCL

learns a linear layer 𝑙 (·) on top of the fixed 𝑓𝜃(·) embedding layer with clean examples

◼ Transformation smoothed inference 

predicts the class 𝑐 by calculating expectation E over the transformation 𝑡 ∼ 𝑇 for a given input 𝑥



Experimental 

white box attacks on ResNet18 and ResNet50 trained on the CIFAR-10



Experimental 

Performance of RoCL against black box attacks on the CIFAR-10 dataset


