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Introduction
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Traditional way:

Use 𝒟 = 𝒟1 ∪⋯∪ 𝒟𝑁 to train a 

model ℳ𝑆𝑈𝑀

Fedetated learning:

All data owners train a common 

model ℳ𝐹𝐸𝐷 collaboratively, 

without exposing their data to 

the others.

If



Method
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• Secure Multiparty Computation 

Design a computation protocols so that each party knows nothing except its 

input and output. (Usually computational expensive)

• Differential Privacy

Involve adding noise to the data, or using generalization methods to obscure 

certain sensitive attributes until the third party cannot distinguish the individual, 

thereby making the data impossible to be restore to protect user privacy

• Homomorphic Encryption

Additive homomorphic: 𝐸𝑛𝑐 𝐴 + 𝐸𝑛𝑐 𝐵 = 𝐸𝑛𝑐(𝐴 + 𝐵)



Types of methods
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• Horizontal Federated Learning

Example: Two regional banks may have very different user groups from their 

respective regions, and the intersection set of their users is very small. 

However, their business is very similar, so the feature spaces are the same.



Types of methods
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• Vertical Federated Learning

Example: Consider two different companies in the same city: one is a bank and the 

other is an e-commerce company. Their user sets are likely to contain most of the 

residents of the area; thus, the intersection of their user space is large. 



Types of methods
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• Federated Transfer Learning

Example: Consider two institutions: one is a bank located in China and the other is 

an e-commerce company located in the United States. Owing to geographical 

restrictions, the user groups of the two institutions have a small intersection.



Common architecture
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• Horizontal Federated Learning

All participants will share the final model parameters



Experiments

8

◆Divide existing dataset into shards

◆Using the datasets collected by multiple individuals

• MNIST

• CIFAR 

• ...



Method: model selection
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• Vertical Federated Learning 

(requires a third party collaborator)

1.  Identify the common entities

At the end of learning, each party holds only those model 

parameters associated to its own features. Therefore, at inference 

time, the two parties also need to collaborate to generate output.

2.  Encrypted model training

Confirm the common users of both parties without A and B 

exposing their respective data. The system does not expose users 

that do not overlap with each other.



Method: model selection
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• Vertical Federated Learning



Method: model selection
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• Federated Transfer Learning

1. Share the architecture with vertical federated learning

2. Try to learn a common representation and  minimize the errors 

in predicting the labels for the target-domain party by leveraging 

the labels in the source-domain party (B in this case).

3. At inference time, it still requires both parties to compute the 

prediction results
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