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Deep Leakage from Gradients
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'Method

Algorithm 1 Deep Leakage from Gradients.

Input: F'(x; W): Differentiable machine learning model; W: parameter weights; VW gradi-
ents calculated by training data

Output: private training data x,y

procedure DLG(F, W, VW)
x'1 « N(0,1),y", + N(0,1) > Initialize dummy inputs and labels.
for: < 1tondo

(%

2

3

4: VW! « 0U(F(x';, Wy),y’;)/OW; > Compute dummy gradients.
5: D; + |[|[VW] — VW||?
6:

;

8

| X, — X, —nVeD;,yi < yi— nvyr,]D;;"E > Update data to match gradients.

_________________________

return x;, , ,,y, .4
9: end procedure
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Figure 3: The visualization showing the deep leakage on images
from MNIST, CIFAR-100, SVHN and LFW respectively.
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Figure 4: Layer-i means MSE between real
and dummy gradients of ith layer. When the
gradients’distance gets smaller, the MSE
between leaked image and the original image
also gets smaller.
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Algorithm 1 Improved Deep Leakage from Gradients (iDLG)

Require:
F(x; W): Differentiable learning model, W: Model parameters, VW : Gradients produced by private

training datum (x, ¢), N: maximum number of iterations. n: learning rate.

Ensure:
(x’, ¢'): Dummy datum and label.

Lg = ||[VW' - VW|% > Calculate the loss (difference between gradients).

1 x +x'—nVuLg i > Update the dummy datum.

I g g | S gk e

2

3

4. VW'« 9l(F(x';W),c')/OW > Calculate the dummy gradients.
5

6

7
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Algorithm 1 Surrogate Model Extension

1: Imput: Victim’s weights wg, wr; Local data size /V;
Iterations /; Learning rate 75 for the dummy data and
Ne for a; Loss function L.

Initialize Do; cg + 0.5.

foreachstepk =0... K —1do

Output: Reconstructed data Dg.
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Figure 5. Visualization of the reconstructed images. The results are drawn from the setting (£ = 20, N = 50, 1" = 100) in Table 2. The
reconstructed images are paired with the original images through linear sum assignment. We randomly sample 16 out of 50 images of one
reconstruction.
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- DLFA IG SME (ours)
‘ E N T Vi PSNR T Lot PSNR T Lairnol PSNRT | APSNR
10 10 10 .0214+.001 249+0.2 .0444.002 278+0.3 .0194+.001 30.3+0.3 +2.5
20 10 20 .019+.001 254402 .090x£.003 242+0.3 .019+.001 28.6+0.3 +3.2
FEMNIST 50 10 50 .016+£.002 26403 .2024.005 19.5+£0.2 .050£.004 25.7x0.3 0.7
10 50 S50 016001 | 2L7:=E01 091:£.003 19102 -027-+.001 222102 +0.5
20 50 100 .0144+.001 21.7+£0.2 .176+.011 17.0+£0.2 .037+£.001 21.5+0.2 =(),2
50 50 250 .015+£.001 203+£0.2 .322+.016 15.0%+0.1 .065+.002 20.1+0.2 =02
10 10 10 .0174£.001 26.7+0.2 .050+.001 26.0+0.1 .024+.001 28.5+0.1 +1.8
20 10 20 .013+£.000 2604£0.2 .1024+.001 223+0.1 .0404.001 26.9-+0.1 +0.9
CIFAR100 50 10 50 .011+.000 243+02 .225+.002 164+0.2 .056=+.001 24.2+4+0.1 -0.1
10 50 50 .023+£.001 203401 .094+.001 17.9+0.1 .0354£.000 23.540.1 +3.2
20 50 100 .018+.000 195+0.1 .1544.002 14.8=+0.1 .047+.001 21.7+0.1 +2.2
50 50 250 N/A N/A 280+ .002 12.14+0.0 .056+.001 183+ 0.1 N/A

Table 2. Average reconstructed image quality measured by PSNR and similarity loss of the reconstruction objective Lg;,,, on FEMNIST
and CIFAR100. For clarity, we set batch size B = 10 and change local data sizes N and epochs E. Local steps 7' = E[N/B]|. The best
reconstruction results are bold. The difference of PSNRs between SME and the best baseline is given in the last column. We remark that
for PSNR < 18 the reconstruction will be visually corrupted. Also refer to Figure 5 for visualization. Results of DLFA in the last row is
not available, as it needs to allocate 102 Gigabytes of GPU memory, which we cannot support.

*Federated Extended MNIST (FEMNIST): CMU4RME G BRFRF BEARKIEE, 2F TR 69 FHF £A (104F
BT, 26005, 268 KE) 6B E (RE) B A
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FEMNIST& L X2 F, 19941% P amdfA RNE & E O MIER, IEFA,
Error =1- cosA cosA=<WO0-WT , VWO(WO , D)>/(]|[WO-WT]J||[VWO(WO , D)|)

Weight gradient: COSA Bias gradient: COSA

Round 1  Error 1:  0.553941607475280 | (0. 45) 0.5200600624084473 | (0.48) |
Round 10 Error 10:  0.340956985950469 | o 66) 0.3346837759017944 | (0.67)
Round 250 Error_250: 0.141046643257141 | (o 86) 0.1007887125015258 | (0.90) !

. |
ERound 460 Error 460: 0. 049710810184478 (O 96) 0.1120162606239318 : (0.89) |
ERound 500 Error 500: O. 023539304733276 (O 98) 0.1226018071174621 | (0.88) |

______________________________

{"clients": [ "f2414 89", "2493 99", "f2188 71", "f2304 67", "{2242 91"],
"num_ samples": [164,154,147,136,141]} (54 clients# 475004 71| ZF)
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