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' Method
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[1] Evci, U., Gale, T., Menick, J., Castro, P. S., and Elsen, E. Rigging the lottery: Making all tickets winners. In International

Conference on Machine Learning, pp. 2943-2952. PMLR, 2020.
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'Pseudocode

Algorithm 1 Lockdown defense

input Training iteration 7" Local steps K; Learning
rate n; Pruning/recovery rate «; decayed by cosine
annealing (Specially, a—1 = 0, i.e., no recovery for
first round); Random seed seed; Initial model wy.
output Clean model for deployment wr

1: main Server’s Main Loop

2: | m, o = Subspacelnit(seed) fori € M ———

3 fort:O,l,...7T—1d0 He Mz NV A Sl
£ i BE Mo 1. Wi Ja B2 R 220 mask code R IE 45 #4201 i
5; . Send wi o =mi ©witoclient: —

6: Call Client ¢’s main loop for training

T Received w; ¢, k and|my; 141 L !

8: end for ‘ Wy = W — — My |0 (wy —wy i)

9: ‘wt—}-l :wt_%z;’\il mz‘,[")(ﬂ)t—wi_t,[{)‘ 5. é%g&é\ t+41 f M - J41 t Lt K
10:  end for
11: |7 =wr © To(mar,...,muT)| H-3p IR BT
12:  Deploy w7 for serving/inference. 6. CFILIAE MBI BT

13: end main
14: main Client’s Main Loop
15: | Obtain local gradient V f; (w; +.0)

16:  m,, 1 =m+AgTopK,, (Vfi(wiro)) |2 A IE ARG, IKE B A4 AL & (Subspace recovery)
17 Mok =0, L, K —1do

18: Wit k1 = Wi k=M, 1OV fi(wiek;§)| 3. Subspace Training

19:  end for

200 Mg =my g — ArgBottomK,, (Jwie i) 4 A I ZRGE TR, F RIS HUE /N AL E (Subspace pruning)
21:  Send w;  x and m; ;1 to server

22: end main




FExperimental Results Kool

Table 4: Defense efficacy with varying poison ratio p under CIFARI0.

Methods | Benign Acc (%) T ASR (%) L Backdoor Acc (%) T
(1ID) | clean p=05 p=2 p=5 p=8 |clean p=05 p=2 p=5 p=8 | clean p=05 p=2 p=5 p=8
FedAvg 91.0 914 91.1 910 908 1.6 124 199 66.1 948 | 885 796 734 329 5.1
RLR 86.8 867 866 863 855 2.3 24 24 43 251 84.6 84.3 834 81.7 652
Krum 76.3 780 756 764 758 4.7 3.9 4.3 43 49 738 749 729 739 732
RFA 90.9 91.2 911 9.8 907 1.6 158 207 837 993 | 888 768 724 159 07

Trimmed mean | 91.0 90,6 911 909 908 k% 5.0 207 617 962 | 885 847 720 366 3.6
Lockdown 900 900 899 90.1 900 1.8 3.6 25 7.1 40 | 879 858 866 837 85.6

Methods | Benign Acc (%) T ASR (%) | Backdoor Acc (%) T
(Non-IID) | clean p=05 p=2 p=5 p=8 |clean p=05 p=2 p=5 p=8 |clean p=05 p=2 p=5 p=8
FedAvg 89.0 892 893 888 887 | 1.7 173 544 864 967 | 859 740 425 130 32
RLR 744 744 736 729 725 5.8 150 402 295 825 | 690 63.1 462 514 153
Krum 42.7 374 452 434 451 10.0 5.2 104 11.1 106 | 38.6 338  40.7 393 405
RFA 88.8 888 888 883 883 2.0 214 528 908 98.7 | 857 706 443 89 1.2
Trimmed mean | 88.5 884 882 883 883 1.9 252 484 846 960 | 854 675 477 147 39
Lockdown 856 862 B67 86.1 866 | 09 7.6 36 34 33 | 841 795 823 822 828
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